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Summary. The methods of conversion from the residual number system to the decimal number system
based on the classical Chinese remainder theorem (CRT) and its improvements CRT I, CRT Il are considered
in this paper. Analytical dependences of the time complexity of the specified methods are analyzed and
constructed. As the result of carried out investigation, it is established that CRT Il is characterized by greater
efficiency compared to the other methods mentioned above. Examples of the implementation of direct and
reverse conversion of RNS based on the application of CRT, CRT I, CRT II are given.
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Statement of the problem. In the modern world tendencies, the increase of the
efficiency of the method of storing information on distributed and cloud services is one of
the most important problems in the field of IT technologies. When using them, we usually
face the problem of increasing trust in these services, ensuring confidentiality and data
integrity in the process of transmission, processing and storage.

Analysis of available investigation results. The investigations aimed at the
development and use of homomorphic data encryption methods for their use in cloud
services are actively carried out in the world [1, 2]. Despite existing researches, there are
still many unsolved problems that reduce trust in modern cloud and remote data storage
services [3—5]. One of the ways to increase the reliability and security of data storage
systems is the use of residual number system (RNS) [6, 7].

The objective of the paper is to carry out investigation of the time complexity of
methods of reverse conversion of RNS, which will allow to increase the efficiency of
distributed data storage systems based on RNS to construct analytical dependences of the
time complexity of the specified methods, to justify the choice of effective reverse
transformation method.

Statement of the task. In the previous papers, the use of RNS for secure distributed
data storage was investigated [8]. The essence of this method is to divide data into fragments
and store individual fragments on different cloud or distributed services. Thus, data
protection is achieved due to the fact that in order to restore them, it is necessary to access
all fragments stored in the cloud storage of various providers or on physically distributed
media.

In order to divide the data into fragments, the method of direct transformation of
RNS is used, that is, the distribution of the information package or file content into the
system of mutually simple modules, and the fragments themselves are distributed on the
appropriate cloud or remote storage (Fig. 1).
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Figure 1. Distribution of the information package into fragments

In RNS, data recovery is usually performed by reverse transformation [9, 10].
Comparative analysis of the methods of classical Chinese remainder theorem (CRT) and its
modifications: the new Chinese remainder theorem I (CRT I) and the new Chinese remainder
theorem II (CRT II) [11] is carried out in this paper.

Theoretical presentation. Distribution of information into fragments is carried out
according to the formula [12]:

x; = Xmod p;, (1)

where X is information presented in the positional numbering system; p; are mutually simple
modules.

Received information packages are stored on remote or distributed storage. In order to
restore data, the classic reverse transformation of RNS is used [11]:

X = (S, x;b) mod M, ")

where M = [[] p;, and b; are base numbers of RCS, which are calculated according to the
following formula:

M
i

bi = - - ti = 1m0d Di, (3)

where t; is a set of coefficients that ensure orthogonality of transformations and satisfy
condition 0 < t; < p;.

Another reverse transformation method considered in this paper is the application of the
new Chinese Remainder Theorem I (CRT I). In this case, the initial information is restored
according to the following formula [11]:

X = [XO + topo (X1 - Xo) + tlpopl(xz — Xl) =+ .- (4)
st t_1PoP1 * ot ¥ pn—l(Xn - Xn—l)] mod M,

where t; is a set of coefficients that ensure orthogonality of transformations and satisfy the
following condition:

t; = (T p)~*mod (IT}41p1). )

The new Chinese Remainder Theorem 2 (CRT II) is also considered while analyzing
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the existing restoration methods. The comparison of the complexity of information restoration
is carried out for the system of 4 modules. According to the given task, data restoration takes
place according to the formula [11]:

X = Nz + [kZ(Nl - Nz)]mod M, (6)
where N; and N, are calculated according to the following formulas:
Ny = x1 + [ko(xo — x1)]Imod popy; (7)

N, = x3 + [k (x; — x3)]mod p;. )]

The above-mentioned formulas (6-8) use a set of coefficients &, that must satisfy the
following equalities:

kop1=1 mod py; )
k1p3=1mod p,; (10)
kspop3=1 mod (pop1). (11)

As the result of the calculation of each of the above-mentioned data recovery methods,
we get the initial value X.

Example. Let's consider examples of the implementation of each of the above-
mentioned reverse transformation methods. Let's take the system of modules with minimal
values p,=[3,5,7, 11], n=4.

The total range of the system of modulesis M =3-5-7-11 = 1155, and the working
oneisR=3-5-7 =315.

For an example, let us consider the distribution and recovery of the information message
X=80 presented in the decimal number system.

The indicated number in the system of remainders according to formula (1) in the
corresponding modules will have the form X;=[2, 0, 3, 3].

Using each of these methods, we will restore the initial value X.

Method 1. In order to restore the number according to CRT, we calculate the base values
according to formula 3:

b=[385, 231, 330, 210].
When substituting the corresponding values b; and x; we get (formula 2):

Xi=(xobo*x, by +x, b, +x3b3) mod M=(2 - 385 + 0 - 231 + 3+ 330 +
+3-210) mod 1155 = 2390 mod 1155 = 80.

Method 2. In order to restore the numbers according to CRT I (formula 4), we find a
set of coefficients t; according to formula 5:

-1
to=(p,) “mod (p,p,p;) = (3)"'mod (385) = 257;
-1
ti=(p,p,)” mod (p,p,) = (15)"*mod (77) = 36;

-1
t,=(p,p,p,)  mod p, = (105)'mod (11) = 2.
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By substituting the remainders x; and coefficients t; into formula 3, we get the desired
value X:

X; = [Xo + topo(X1 — X0) + t1pop1 (X2 — X1) + t2pop1P2 (X3 — X2)] mod M = [2 + 257 - 3 -
(0-2)+36:3:-5-(3—0)+2-3:5-7-(3—3)]mod 1155 =
[2 + (—1542) + 1620 + 0]mod 1155 = 80.

Method 3. When using the new Chinese remainder theorem 2 (CRT II), we calculate
the values according to equalities (9—11):

kop1=1 mod pg = 5k;=1mod 3,ky = 2;
kip3=1 mod p, = 11k;=1 mod 7, k; = 2;
k,p,p3=1 mod (pyp;) = 77k3;=1 mod 15, k, = 8.
After the calculation of coefficients k;, the next step is to find the values N; and N,:
Ny = x1 + ([ko(xo — x1)]Jmod po)py = 0 + [2(2 — 0)Jmod 3+ 5 = 5;
N, = x5 + [ky(x; — x3)Jmod p; =3 +[2- (3 —3)]mod 11 = 3.
According to the results of calculations based on formula (6), we get the restored value X:
X =N, + [k;(N; — N;)Jmod M =3+ ([8- (5 —3)]mod 15) - 77 = 80.

It should be noted that each of the above-mentioned methods has its own sequence of
operations. Some variables such as base numbers b;, coefficients k; and t; for multiple reverse
conversion do not need to be calculated each time and can be calculated in advance and saved
for later use. This makes it possible to reduce the number of steps and, accordingly, increase
the speed of the system as a whole. Some of the proposed methods have significant advantages
when implemented in distributed systems [13].

Results of the investigation. In order to conduct investigations of the time complexity
of CRT, it is necessary to define a set of basic operations, which include: addition, remainder
search, product of k-bit numbers, division [14].

The dependence of the time complexity of basic operations on the bit rate of the input
data is presented in Table 1.

Table 1

Time complexity of basic CRT operations

No Basic operation Time complexity
1 x; = X(mod p;) Qk+1y7 =Q(k* +2-k)
2 M =Tt p; O(n-k)
3 b; = pﬂz. t; = 1mod p; O,(2-k)
(K +(k+1)))~
4 X =Q~,xib)) mod M Qm( j( )
~0,2-n-k"+2-n-k+n)

where 71 is the number of modules, and £ is the bit rate of the input data.
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While performing calculations, it is also worth considering that some operations, which
are an order of magnitude simpler, can be neglected, since they do not affect the overall
complexity (for example, formulas 1 and 4 in Table 1).

According to the formulas presented in Table 1, the total complexity of CRT is
calculated according to the formula:

Q.. ((k+1)’ +(n-k*)+Q2-k*)+2-nk)) =0, (0" k) +(5-n-k*)) =

(12)
= cht (n2 : kz)
The time complexity of the basic operations of CRT I is given in Table 2.
Table 2
Time complexity of basic CRT I operations
No Basic operation Time complexity
X; = [xg + topo(xy —Xp) + 1t - ) ) ,
1 * PoP1 (X2X1) -+ ty_1PoP1 * O((n-k)" +(k+1))=0((n+1)- k" +2-k+1)
Pt (Xn _ Xn—l)] mod M
2 |ty =(pp-py-.p,,) modp, Q(B5k)
According to the formulas presented in Table 2, the total complexity of CRT I is:
0. ,((n+1)-k2 +2-k+1)+35-k%) = 0. ,((n+1)-k2 +37-k+1) =
- N 13
<0, (1)K +37-6) -
Let's determine the time complexity of basic CRT II operations (Table 3).
Table 3
Time complexity of basic CRT II operations
No Basic operation Time complexity
N, =x, +[k - (x, —x,)]mod(p, -
! =%+ [k (4 —x,)] @ p) O((k+1Y ++2-1) = O (4 1)
N, =x, +[k, - (x; —x,)]mod p,
2 | X=N,+[k;-(N, — N,)]modM Qu((k+1y +k* +2-K) = Q,(4- k)
k- p, =1mod p,
3 k, - p, =1mod p, O(k*)
k- py- py=1mod(p, - p,)

According to the formulas presented in Table 3, the total complexity of CRT II for 4
modules is estimated as:

O #n(9-k%). (14)
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Based on the above mentioned calculations, in order to compare the efficiency of using
different variations of CRT, it is necessary to plot the dependence of time complexity, taking
into account the bit rate and the number of modules.

In order to assess the complexity of the reverse conversion methods, comparison is
carried out for RNS from four modules of different bit sizes and, taking into account this
condition, we obtained the following values of estimates for each of the methods:

chz(42 ’ kz) = cht(l 6- kz) 5
0, ,2:4k)=0, ,8k");

0. 1(5:K).

The dependence of the time complexity of each above mentioned methods on the bit
rate of the input data at n =4 is given in Table 4.

Table 4

The dependence of the time complexity of each on the data bit rate

No k Qcrt Qoert 1 Qert 11
1 16 4096 2048 1280

2 32 16384 8192 5120
3 64 65536 32768 20480
4 128 262144 131072 81920
5 256 1048576 524288 327680
6 512 4194304 2097152 1310720
7 1024 16777216 8388608 5242880

The dependence of the time complexity of the reverse transformation methods is

graphically presented in Figure 2.
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Figure 2. Dependence of the time complexity of CRT, CRT I and CRT II on bit rate k
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As the result of the analytical calculations, it should be noted that with small bit size of
the modules, each of the methods is characterized by almost the same time complexity, and
with the increase in modules bit size, the complexity of calculating the reverse transformation
increases significantly. Therefore, the use of CRT I and CRT II according to research results is
much more effective for application in secure data storage systems.

Conclusions. In this paper the investigation of time complexity of methods of inverse
transformation of RNS for use in the systems of distributed data storage of increased security and
reliability is carried out. On the basis of time complexity investigations, the choice of effective
reverse transformation method, namely the classical theorem on residues I (CRT I) and II (CRT II),
which are characterized by lower time complexity with the increase in the number of modules bits,
is justified. Based on Table 4, at the maximum considered bit rate, the complexity of calculations
while using CRT I is 2 times lower than while using CRT, and the use of CRT II gives complexity
1.6 times lower compared to CRT L.

Examples of the implementation of the considered methods for the 4-modular residual
number system are given, each of the methods has its own sequence of operations. And some
variables, such as base numbers b;, coefficients k; and t; are calculated once for multiple reverse
conversions, which makes it possible to reduce the number of steps and, accordingly, increase
the speed of data conversion and thus increase the efficiency of the system as a whole.
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OIIHIOBAHHA CKIAZHOCTI METOAIB 3BOPOTHOI'O
HEPETBOPEHHSA CUCTEMMU 3A/IMIIIKOBUX KJIACIB U1
3AXHIIEHOI'O 3BBEPI'AHHSA JAHUX

Ceprii Kyanna
3axionoykpaincoxuil ynigepcumem, Tepronine, Yxpaina

Pestome. B menoenyisix cyuacto2o ceimy 0OHI€IO i3 akmyanbHux npobaem y cgepi inghopmayitinux mexnonozitl
€ niosueHHs eekmusHOCi Memooie 30epicanns ingopmayii 6 posnodinemux ma xmaphux cepgicax. Ilpu
BUKOPUCIAHHI X 3a36UNall BUHUKAE NPOOIeMa NIOGULYeHHS 008IpU 00 OaHUX cepsicis, 3abe3neyenHs KoHpioenyitinocmi
ma yinichocmi Oanux y npoyeci nepeoasawHs, ONpayioeanHs ma 30epicanus. Y ceimi akmueHO Npo600smbCs
00CTIOJICeH s, HANPAGNeHl Ha PO3POONEHHS MA BUKOPUCIAHHA MEMOOi6 2OMOMOPHHO20 WUGPY6anHs 3 Memoio
3a6e3neuents 006ipu 00 xmaphux cepsicie. He 36adicaiouu Ha icHyloul O0OCTIOJCEHHs, 3ATUUIAEMbCS YUMATO
HeGUPIUEHUX 3a80aHb, SIKI 3HUIACYIONb 008IPY 00 CYHACHUX XMAPHUX Ma 8i00anenux cepeicie 30epicants oanux. OOHuM
i3 HANPSAMKI6 NiOBUWEHHS HAOIUHOCMI Ma 3aXUWEHOCMI cucmem 30epieanHs OaHUX € GUKOPUCMAHHA CUCeMU
sanuuxosux knacieé (C3K). ¥V nonepeduix pobomax docnioxceno suxopucmanns C3K 0ns 3axuyenozo posnooineHo2o
36epieanns danux. Cympb nioxoody nonsaeac 6 nodini 0aHux Ha gpasmenmu ma 30epicants okpemux gpacmenmie Ha
PIBHUX XMApHUX YU po3noOdineHux cepegicax. Taxum wuHOM, 3axucm Oanux 00cA2acmucs 3a80sKU MOMY, wo Ons ix
BIOHOGNICHHS HEOOXIOHO ompumamu 0ocmyn 00 6Cix (hpazmenmis, ki 30epicaromucs y XMAPHUX CXOBUWAX DIZHUX
npoeaiidepie abo Ha Qizuuno poznoodinenux Hocisax. [na nodiny danux Ha gpazmenmu UKOPUCMOGYEMLCS MEmMOO
npamozo nepemeopenns C3K, mobmo Oinenns ingpopmayitinoco nakema uu emicmy gaiing Ha cucmemy 63aEMHO
npocmux Mooynie, a cami ghpazmenmu po3snooLIAIOMsCs HA 8I0NOGIOHUX XMaphux 4u eiodanenux cxoeuwax. Y C3K
BIOHOGNICHHA OaHUX 3A36UYAL GUKOHYEMbC UUIAXOM 360POMHO20 NEPEMBOPEHHS 3 GUKOPUCIAHHAM KUMAlCbKOi
meopemu npo 3anuuiKy. Y pobomi npogedeno nopigHANbHULI aHANi3 Memooié HA OCHOGI KIACUYHOI KUMALCLKOl
meopemu npo anuwiky (KT3) ma it mooughixayiii: noeoi’ kumaticxoi meopemu npo sanuwxu 1 (K13 1) ma noeoi
kumaticokoi meopemu npo sanuwiku I (KT3 1I). Cnio 6i03Hauumu, wjo KodxiceH 3 guiye 32a0aHux Memooie Mae ceor
noCnOoGHICMb  GUKOHAHHS onepayiil. [esxi 3minmi, maki, sk Oazucui yucia b;, xoegiyicnmu ki ma t; ons
06a2amopazo06020 360pOMHO20 NEPEMEOPEeHHs He NOMPIOHO OOUUCTIOBAMU KOJICHO20 pa3y I MOJICHA OOYUCIUMU
3a30ane2iob ma 30epecmu Ol ROOANLUIO20 BUKOPUCAHHA. L]e 00360115€ 3MeHwUumMU KibKicmb KPOKi6 ma 6i0NnoGioHo
30LMbUUMU WEUOKOOII0 pobomu cucmemu 6 Yinomy. [eaxi i3 3anponoHosanux Memooié Maromy 3HauHi nepeeazu npu
peanizayii 'y posnodinenux cucmemax. Ha ocnosi npoeedemux obuucienb Ons NOPIGHAHHA eQeKmueHOCmi
suxopucmanHs pisnux eapianmie KT3 nobyodoeano zpaghix 3anescHocmi 4acoux CKIaOHOCmel i3 6paxySaHHAM
pospaoHocmi ma Kinbkocmi Mooynie. i oyiniogants cKiaoHocmi Memooié 360pOMHO20 nepemeopenHs 6 pooomi
npogedeno nopisnanna ons C3K i3 womupbox mooynie pisnoi pospsaoHocmi. B pezynomami npogedeHux anamimusnux
PO3PaxyHKi6 ci0 GiOMImumuy, wjo npu HeGenuKill po3psAOHOCMI MOOYIIE KOJICeH i3 Memoodié XapaKmepu3yemocsl
NPAKMU4HO 0OHAKOBOIO YACOBOIO CKIAOHICHIIO, a npU 30ITbLUEHHI PO3PAOHOCIE MOOYII@ CYMMEBO 3DOCMAE CKIAOHICHb
obuucnenns 360pomno2o nepemeopenus. Tomy euxopucmanns K13 11 K13 II 32i0n0 3 pe3ynbmamamu 00CaiodceHb €
3HAYHO eheKmuUSHIUUM Ol GUKOPUCIAHHS 8 CUCIeMAaX 3axuujeno2o 30epieants oanux. Ilposedeno O0ocnioorcents
4acoeoi cknaoHocmi memooie 36opomnozo nepemeopennss C3K ona euxopucmanns é cucmemax po3nooineno2o
30epieants OaHUX niosUUeHol 3axuweHocmi ma Haditimocmi. Ha ocosi nposedenux 00cniodcens yacoeoi ckiaoHocmi
00TPYHMOBAHO GUDTD eheKMUBHO20 MmOy 360POMHO20 NEPeMBOPEHHS, a came KIAcU4Hoi meopemu npo 3anuuky 1
(KT3 1) ma Il (KT3 II), sixi xapakmepusyomucsi MEHWON YaACOBOI0 CKIAOHICIIO NP 3pOCMAHHI PO3PAOHOCTE MOOYIG.
TIpu maxcumansiii po3ensaHymiti po3psaOHOCHI CKIaoHicmb obuuciens npu euxopucmanni K13 1'y 2 pazu nudicua, nisie
npu K13, a euxopucmannsa K13 11 3a6e3neuye cknaouicmo, nusicyy 6 1,6 paza 6 nopienanni iz K13 1.

Kniouosi cnoea: cucmema 3anumikogux Kuacie, KUMaucbka meopema npo 3anuwiKi, po3nooineHe
30epicanisa 0anux, Memoou 360pOMHO20 NePeMEOPEHHSl, 3aXUWeH] CUCmeMU 30epicants OaHUX.
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