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Abstract. The issue of increasing the security level of the 10T system is considered in this paper. To
provide individual and secure access to the system remotely, firewall data packet filtering rules were integrated
into the VPN connection using the WireGuard protocol. Such security mechanism was implemented and tested on
the developed smart lighting system, which enables effective control of lighting brightness in real time. The loT
system is based on ESP32 microcontroller and is integrated with Home Assistant platform. Using web server and
Docker technology, the system is efficient and flexible to manage various loT devices in one centralized
environment, and MikroTik Hap AC Lite router with RouterOS v7.7 operating system provides reliable network
infrastructure.
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1. INTRODUCTION

Internet of Things (loT) devices are becoming an integral part of everyday life. The
number of devices in which this technology is implemented increases every year [1-3]: from
home thermostats and lighting to cars and medical equipment [4, 5]. However, the problem of
compatibility between different devices, as well as the issue of security of data storage and
transmission, is also growing [6-8].

Home Assistant is one of the platforms that can assist in solving these problems. This
free operating system offers unified environment for managing loT devices, regardless of
manufacturer or model, thereby ensuring flexible and efficient interaction between them in
home environment [9]. Since Home Assistant has the ability to integrate various devices and
systems, it is an excellent solution for creating home automation system with single control
panel [10]. Home Assistant can be used in the local network, which additionally increases the
security level. In order to use the system outside your home network, you can set up virtual
private network (VPN) directly on your router [11-13].

Obijective of the paper is to integrate firewall packet filtering rules into VPN connection,
making it possible to redirect through the home LAN, providing individual and secure access
to 10T system remotely.

2. MAIN PART
2.1. Statement of the problem. The main component of the home automation system

is the web server, which is a single-board Nvidia Jetson Nano computer with Ubuntu operating
system. Docker platform is used to virtualize Linux environments. Home Assistant is installed
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and accessible via IP address of a single-board computer and port 8123, launched as Docker
container, which enables flexible deployment, scalability and consistency of operations in
various environments. The 10T system also uses MikroTik Hap AC Lite router running on the
RouterOS v7.7 operating system, which is used to manage networks with high efficiency and
security in a variety of areas, including large corporate networks, small businesses, and home
networks. 10T system also uses MikroTik Hap AC Lite router running on RouterOS v7.7
operating system, which is used to manage networks with high efficiency and security in
various areas, including large enterprise networks, small businesses and home networks. This
router provides not only basic routing functionality, but also offers advanced network
configuration options. Due to the built-in RouterOS tools, you can deeply configure firewall
rules, network connectivity, and security, including VPN connections, which makes the
network environment more reliable and secure [14].

2.2. Setting up VPN connection. The general security mechanism of the home
automation system is shown in Figure 1.

Dedicated IP: 183.108.28.18

Q\Q\ 10.10.10.1/24 10.10.10.2/32 Q\
VPN Tunnel

publiciprivate ublic/private

- I —
Mikrotik
=
|

Local newiork CRE

Home Assistant

$ i
Web sarver

Figure 1. General security mechanism of 10T system

Access to 10T system control is limited by the local network increasing security and
reducing the risk of unauthorized access from the outside. This solution makes it possible for
users to control the home automation system only from devices connected to the local network,
providing additional level of data protection and privacy.

Modern and efficient VPN protocol — WireGuard, was used in order to build the
VPN tunnel, which was configured directly on the router, thereby creating encrypted VPN
connection between two endpoints [15]. Unlike other protocols, WireGuard obfuscates
packet metadata, including transmission length and IP addresses of senders and receivers,
so keys for each packet are negotiated privately without third parties, making it much faster
and more secure as there are no potential leaks when exchanging keys with the central
server.

Public and private keys are generated automatically in the settings configuration. The
port for connection was set, and then the WireGuard client was created and configured (Fig. 2).
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IP address for peer-to-peer connection was entered in the WireGuard interface: 10.10.10.8/32.
DNS server of the local network and the public key of the interface configured earlier were also
installed. The allowed IP addresses of the local subnet and the router's DDNS address were
added as endpoints.

€ WireGuard — [m] b4

Tunnels Log
%) Peaaryearn rynens

Family InTepdesic: vpn-client
jonnallex-pc Cratyc: Inactive
() wpn-client Biakpumuii knrow:  KlteuRuCZAMFggTobysi/PK1A8RqOHi2nimmmKDLAFY=
Agpecw:  10.10.10.8/32
DNS-cepeepy:  192.168.12.1

Hassa: wpn-client

TyGnisrii kiow:  KIteuRUCZAMFggTobysj/PK1ABRgSHi 2nImmmKDL4FY =

[Interface]
PrivateKey = allAjZPEvc820xn03QcHaePeXV3pGwWmq3Q6Y0ixI2U=
Address = 10.10.10.8/32
AxTusysa DS = 192.168.12.1
[Peer]
Publickey = yIN69N6ICOUBRGYhqOZhHG]SrUGENSSSmWImkod8aVT=
AllowedIPs = 0.0.0.0/0, ::/0
i -

Bigxputudi ko yINBINBICOUBRGYhqOZhHGjSrUgENsSsmWImkods
aVl= = ib.sn.mynetname.net:

losconeri IP agpecu:  0.0.0.0/0, /0
Endpoint  ew cwisercs sn.mynetname.net:2222

= Add Tunnel -| )(| ) Edit

Figure 2. Wireguard client settings

Next, we configured directly peer-to-peer connection in RouterOS. For this purpose,
WireGuard interface was selected, the public key from WireGuard client was entered, IP
address and port were specified, and handshake time was set to 10 seconds (Fig. 3).

New Wireguard Peer m] E3
intrtace: [ S
Public Key: |KJteuRuCZAMFggTobysja’PmA&RqSHQnImmmKDL4FY: | Cancel
Endpoint: | ‘ - ‘ Apply ‘
Endpoint Port: 2222 [PS Disable
Allowed Address: [10.10.10.8/32 E Comment
Preshared Key: | ‘ hd e
Persistent Keepalive: |00r00r10 ‘ - o
Rx [0B |
Tx [0B |
Last Handshake: |00-00-00 |
enabled

Figure 3. Peer connection settings

2.3. Setting up firewall data packet filtering rules. The next step was to set up the
firewall for the computer network protection from unauthorized access, control traffic and filter
data packets, prohibiting or allowing specific network traffic based on specified rules and
security policies. For this purpose, you should enter /ip/firewall/filter and create new firewall
rule, i.e., in the settings, specify «Chain» parameter, which indicates the chain, that is, where
the rule will be applied in the network stack, since each chain is responsible for processing
packets on a certain stage of their movement via the router. Also, you should determine the IP
address that sends or receives packets to which the rule is applied (Fig. 4 a).

In general, the following rules should be set for optimized setting (Fig. 4 b):

1. The rule is intended for receiving packets in the «input» chain using UDP protocol
on port 2222, for connecting Wireguard clients.
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2. The rule is designed to receive packets in the «input» chain, which are related to
already established or related connections. Such packets have already been pre-processed and
are allowed into the network without additional verification. This is useful for handling input
traffic which is the part of active connections.

3. The rule is intended for permission ICMP packets that include ping requests and
responses in the «input» chain. ICMP protocol is used for remote diagnostics and testing of the
availability of network devices.

4. The rule rejects any packets in the «input» chain that are recognized as invalid for
connections. Invalid packets can be attacking attempts or erroneous packets.

5. The rule is similar to the first one, but it is applied to packets forwarded via the router
in the «forward» chain. Established and related connections are allowed without additional
control.

6. The rule is created to receive packets in the «forward» chain for Wireguard client
10.10.10.8/32 to access the entire network.

7. The rule performs the same function as the third rule, but in the «forward» chain. All
invalid packets transmitted via the router will be rejected.

8. Therule is designed to register packets in the system log and drop all incoming traffic
coming through the WireGuard- interface etherl.

New Firewall Rule E m
General | Advanced Extra Action Statistics | OK |
Chain: |forward - | * | Cancel |
Src. Address: 10.10.10.8 | Apply |
. ~ -
Dst. Address: 0.0.0.0/0 | Disable |
ist- -
Src. Address List: | TG |
Dst. Address List: hd
Copy
Protocaol: - | Remove |
a)
i Wireguard
0 « accept input 17 (udp) 2222 ether1 08B i
;; We accept good packages
1 " accept input 0B 0
i Ping Good
2 + accept input 1 (iemp) 0B 0
1 Drop invalid
3 % drop input 0B 1]
i We accept good packages
4 + accept forward 0B 0
i1 Accept for client
5 + accept forward 10.10.10.8  0.0.0.0 08B 0
+; Drop invalid
6 3 drop forward 0B 0
i+ It should always be at the botiom.
7 3 drop input ether1 154.5 KiB 1508

Figure 4. Firewall settings: a) creation of the new rule, b) all given rules

In addition, in order to have the access to the global network for all devices
connected to the router, NAT rule is configured (Fig. 5). The «masquerade» rule
conditionally replaces the device's local address with the external address from the provider,
through which access to the global network (ip/firewall/nat) is provided. To check the rules
validity, you can add logging, that is, use «Ping Good» rule and the computer command
line for ping.
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NAT Rule <> NAT Rule <> Firewall Rule <>
General | Advanced Extra Action Statistics General Advanced Exira Aclion | Statistics General Advanced Extra Action | Siatistics
Chain: + Action: ¥ Action: | accept ¥
Src. Address: - :
Log v|iLog
Dst Address: hd
Log Prefix: hd Log Prefix hd
Sre Address | ist -

Figure 5. NAT rule settings

This completes the configuration of VPN connection to the local network
with integrated firewall packet filtering rules, and by activating the configuration
on Wireguard client in the mobile or desktop application, all traffic will be
automatically redirected through VPN tunnel to the local network. This makes it
possible to get safe and reliable access to the local network from anywhere in the
world.

2.4. Home automation system testing. In order to test the safety mechanism,
smart lighting system based on ESP32 ESP8266 microcontroller, L298N motor driver,
and LED strip was implemented (Fig. 6). Change of the lighting brightness is
provided by the motor driver that receives PWM (pulse width modulation) signal and uses
it to adjust the level of illumination.

ESPHome platform, which has intuitive interface for creating firmware, was
used to program and integrate the microcontroller with the home automation
system. ESPHome configuration file describes the settings for ESP8266 platform
that controls the lighting system using LED strips. The firmware is downloaded
from single-board computer via USB cable and by means of ESPHome Docker
container.

esphome:
name: smart-led
esp8266:
board: nodemcuv2
# Enable logging
logger:
# Enable Home Assistant API
api:
LED STRIP  password: "1"
- ofa:
T e 00 M password: "1"
wifi:
ssid: "Home"
password: "43242301"
use_address: 192.168.12.225

- .
- -
- -
- -
- -
- .
- -
- -

ap:
ssid: "Smart-led Fallback Hotspot"
password: "1Now33RXClgF"
- captive_portal:
g dununuy ' OU:p:lft -
N N = i - platform: wm
S W i
- z frequency: 1100 Hz

z id: pwm_output
I c light:

“ARARRARRA : - platform: monochromatic

output: pwm_output

id: light_main

name: "smart-led”

restore_mode: RESTORE_DEFAULT_OFF

Figure 6. Smart lighting system scheme
After assembling the smart lighting system and downloading the microcontroller

firmware, the system is integrated into Home Assistant and added to the control
panel (Fig. 7).
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Figure 7. Integrated device in Home Assistant

In Figure 8 you can see the test results, namely, how the illumination level of IoT system
changes depending on the settings in Home Assistant.

|
X Clerp m &

14%

3 ropuHM ToMy

o
a)
I
X Clerp [ B
100%

3 ropunn Tomy

b)

Figure 8. Test results: a) minimum lighting level, b) maximum lighting level
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3. CONCLUSION

Thus, smart lighting system based on ESP32 microcontroller has been implemented and
tested, making it possible to control effectively the lighting brightness in real time. 10T system
is integrated with Home Assistant platform, which demonstrates the high level of security and
reliability for creation of the smart home environment not only providing the automation routine
tasks but also increasing the comfort and efficiency of various devices application in everyday
life. Due to the application of web server and Docker technology, the system is efficient and
flexible enough to manage a variety of 10T devices in one centralized environment. MikroTik
Hap AC Lite router with RouterOS v7.7 operating system provides reliable network
infrastructure and additional features to increase the level of security, such as configuration of
firewall data packet filtering rules and creation of VPN tunnel by means of WireGuard protocol
in order to use the system outside your home network.
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BE3IIEKA BIJJJAJIEHOI'O KEPYBAHHS IOT-CUCTEMOIO
3ABISIKA IHTETPALII HAJTAIITYBAHHS ®AEPBOJIY 10
TYHEJIBOBAHOI'O TPA®IKA

Ouexciii Mumko!; Jlanniao Matiok?!; Mapuna Jepkau®!

LCxionoykpaincoxuii nayionanonuil yuieepcumem imeni Borooumupa Jlans,
Kuis, Ykpaina
2Tepuoninbcokutl HayionanoHuil mexuiunuii yuieepcumem imeni leana Ilynios,
Tepnonins, Ykpaina

Pesztome. Posensnymo akmyanvhe numanHa nioguujents piens besnexu iodanenozo xepysanns loT-
cucmemu. [na mozo, wob 3abesneuumu iHOUGIOyanvbHuli i 6esneunutl 0ocmyn 00 cucmemu 6i00dneHo,
inmezpoeano narawmyeanns gacpeony 0o VPN-mynenio. @acpeon konmponioe mepedicesuii mpaghix i gpinompye
nakemu OaHux, 3a00poHsAOYU abO 00380AOYU Cheyudiunull Mepedcesuti mpagik Ha OCHO8I 3a0aHUux NPasui i
nOAIMUK 6e3neKu, Mum Camum 2apanmyryu 3axXucm KoMn romepHoi mepesici 6i0 HeCaHKYiOHO8AHO20 OOCMYNY, d
MAKodiC me, Wo Jue asmopu308aHi KOPUCMYSAdi MAlOMb MOICIUBICIb KepYy8amu CUCHEMOI0 OOMAUHbOT
asmomamuzayii oucmanyitino. s nobyoosu VPN-mynemo euxopucmano npomokon WireGuard, wo
HAnauwimogano besnocepednvo na mapuipymuzamopi. Lle 003601uno nepenanpagiamu mpagix uepe3 OOMAauiHO
nokanvry mepexcy. B loT-cucmemi euxopucmosyemuocs mapwpymuszamop MikroTik Hap AC Lite, wo npayioe na
onepayitnit cucmemi RouterOS V7.7, axa 3abe3neuye Haliuny mepedicegy ingppacmpykmypy. Taxuil mexanizm
Oesnexu peanizoeano i NPOMeCmMosaHo HA po3POONeHill cucmemi pO3YMHO20 OCGIMIEHHA, AKA O00360JA€
epekmugHO Kepysamu SACKpAGICMIO OCBIMJIeHH 6 pedanvHOMYy uaci. s npozpamyeanHs iU inmezpayii
MIKPOKOHmMpONepa 3 CUCMEMOI 0OMAWHb0i asmomamusayii euxopucmaro niamgpopmy ESPHome. Cucmema
domawHboi asmomamusayii, wo bazyemvcsa Ha ocrosi mikpoxonmpoaepa ESP32 ESP8266, opaiisepi osucyna
L298N i ceimnodiooniii cmpiuyi, inmezposarna 3 niamegpopmoro Home Assistant. Home Assistant ecmanognena ma
docmynna 3a IP-adpecorw odnonnamnozo xomn'romepa Nvidia Jetson Nano, wo s61ae coborw eeb-cepsep 3
onepayitnoio cucmemoro Ubuntu, i nopmom 8123, 3anywena sx Docker-xonmeiinep ons eipmyanizayii Linux-
cepedosuuy. Yce ye 0aec MOACIUGICMb SHYUKO20 PO32OPMAHHS, MACUMAOOBAHOCHI Ma y3200CeHOCmi onepayiil
3a0215 kepyeanna pisnumu loT-npucmposamu 6 0OHOMY YeHmpaniz308aHOMy cepedosULYi.

Knrouosi cnosa: esnexa, cucmema IoT, pacpson, VPN, mepesica, mpagix, docmyn, inmezpayis,
NPOMOKOL.
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