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Abstract. Intelligent Security systems represents a challenging domain for the implementation of Artificial
Intelligence. They are inherently dynamic systems, aware of changes in their environment and able to react
intelligently. The ontology provides the common vocabulary, the foundation for specification of objects included
in a system and their interactions. We consider the ontology as software document, which is developed alongside
the security system. In this sense it is a local ontology, reflecting the current version of the application. However,
to be reusable, we build it based on GFO foundational ontology, allowing to model spatial, temporal and
situational dynamics. The first version of ontology is built based on scenarios supported by the system. It is initially
represented as a set of patterns in pattern language. The final version of ontology is represented in OWL and RDF
formats.
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1. INTRODUCTION

The important trend in the development of information systems today is the introduction
of artificial intelligence (Al) features in all areas of our life. The success of generative Al, using
large language models provides the notable increase in human productivity giving us simplified
access to information and knowledge, helping to create content and learn.

The domain of security systems represents a significant area for the deployment of
artificial intelligence, primarily due to the need to rapidly evaluate circumstances and render
instantaneous decisions across various contexts, which can often be highly unpredictable. In
the realm of security, it is particularly challenging to predefine all conceivable usage scenarios.
Consequently, it is rational to present the intelligent security system as a situation-aware entity,
capable of monitoring its surroundings, forecasting alterations within them, and engaging in
analysis and reasoning regarding those changes. The realization of an intelligent security system
necessitates both reactive and proactive actions, which further complicates the development of
a situation-aware system, encompassing the utilization of experiential and contextual
knowledge, real-time actions, evaluation of outcomes, and the continual updating of the
knowledge base.

In the foundation of knowledge base is the ontology, which provides the common
vocabulary for the system. Using a common ontology in an intelligent security system offers
several advantages, especially when integrating Al, access control, surveillance, and
cybersecurity components. These benefits span across improved interoperability, system
scalability, enhanced decision-making, and better knowledge representation.

Therefore, the task of creating and maintaining such an ontology is among the
essential requirements for the intelligent security system. However, the realization of such
a task brings several challenges, stemming from the contextual nature of concept meaning,
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the shifting of this meaning depending on the situations, the need to support the changes in
ontology in learning process. In our work we consider an ontology as software artifact,
which is developed alongside the development of security systems and supports its
development and operation.

This article discusses the architectural solutions, development process and the first
version of the ontology for intelligent security system being developed by authors.

The paper is structured as follows. In the Background research section, we discuss the
current problems in ontology design and the works about ontologies in security domain. In the
Methods and materials part we formulate the assumptions and guiding principles for the
ontology design. We also provide the structure of intelligent security system and our vision of
its functioning, including processing knowledge. The Results section is dedicated to the actual
ontology development process. In the Discussion and Conclusions section we summarize the
contributions of this article and discuss the intelligent features which could be addressed in the
future versions of intelligent security system.

2. EXPERIMENTAL METHODS

The analysis of current trends in ontology design allows us to formulate the main
requirements and assumptions we will use as guiding principles in the ontology design for
security systems for the large residential community.

1. We are considering the ontology as a software artifact, a document supporting the
development of security system. As such it should contain the minimal required number of
concepts and relationships reflecting the functions of the system in the current state of its
development. However, the ontology is updated, when the new version of system, having more
functionality is created, resulting in new ontology version.

2. Created ontology is a local ontology in the sense that it reflects the objects and
relationships implemented in specific system. On the other hand, to be reusable, we intend to
build it on the ground of foundational ontology. Such an ontology will provide the basis for
ontology expansion in future and the possibility for communication with external intelligent
services, using the common or mapped object semantics.

3. This foundational ontology should be 4d ontology, allowing to model spatial and
temporal phenomena, because security incidents happen and are developing in time and space.

4. The system’s ontology will be built as a set of patterns, summarily representing the
pattern language. Such form of representation allows to better implement the logic and systems
functions and pass the knowledge to developers.

5. We consider the intelligent security system as a situation aware system, because of
the need of constantly monitoring the changing environment and detect possible threats in it.

6. The system will use historical, experiential knowledge for situation detection and
decision-making, enabling the prediction of situation-development.

Software development process for any complex product should be guided by long-term
vision, specifying the features and the strategy for product development. This vision serves as
a reference point allowing us to compare the current state of the product with ideal, vision state,
finding the gaps and planning of closing them in the future stages of development.

This idea is supported by numerous research articles and practical experience in the
domain of software development. For example, article [26] says that a well-defined long-term
vision is crucial for sustaining software quality and adaptability over time, suggesting that
strategic planning can mitigate risks associated with software obsolescence and technical debt.

The article [27] explores the dichotomy between short-term and long-term thinking in
software development. It argues that prioritizing short-term gains can lead to accumulating
technical debt, which ultimately hinders long-term productivity and innovation. The author
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emphasizes the importance of aligning immediate actions with long-term goals to ensure
sustainable development practices.

The ontology of intelligent systems is grounded in its functions and structure. Therefore,
in the process of its development it is important to have a clear understanding of them. The
analysis of literature [22—25] allows us to specify several functional domains in security system
including Access Control, Surveillance and Monitoring, Cybersecurity, Emergency response
management, Environmental monitoring, Maintenance and upgrade.

The first iteration of security system for residential community is focused on the
implementation of Access control and Surveillance and Monitoring subsystems. The proposed
structure of intelligent security system (fig. 1) has such parts:

Intelligent agents and
SEnsors

@ @ @ External information
@ pravider
@ Back-end services

—

Machine learning

—

—_—

Data aggregation

loT network

—_—

Situation detection and
modeling

| —

Central controlling and analyzing
unit
Contextual

knowledge base

Figure 1. The structure of intelligent security system

e Intelligent agents — task-oriented, autonomous entities, frequently combined with
intelligent sensors. Agents can be instantiated either locally on specific sensor apparatus or
serve a groups of devices. Intelligent agents can also be functionally specialized. For instance,
in executing object recognition or internet queries for information.

e The back-end is characterized by software services which are frequently
implemented as cloud services. They undertake resource-intensive computations and are
constructed in accordance with Service-Oriented Architecture (SOA) requirements.

e The front-end or central controlling unit synthesizes and monitors the comprehensive
overview of the security landscape, utilizing the information provided by sensors and services
along with insights from the knowledge base and engaging with security personnel.

For the objectives of this investigation, the General Formal Ontology (GFO) has been
chosen [28]. GFO functions as a fundamental 4-dimensional ontology that provides a consistent
structure for the conceptualization of forms, modalities, and entities across various tiers of
abstraction and granularity. It integrates methodologies sourced from mathematical logic,
philosophical examination, artificial intelligence, and linguistic scrutiny.

GFO is using the concepts of topoids, chronoids, configuroids to model spatial, temporal
and structural aspects of reality. Situoids and situations are used to represent contexts.
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We model the intelligent security system as situation-aware system, able to detect,
recognize the important situations, make decisions in them and take appropriate actions. Thus,
situoids Su and its time slices — situations Sit — become the central elements of modeling in
proposed system.

Situoids exhibit the following characteristics:

e Contextual Complex. Situoids are used to encapsulate the entirety of a context or
situation, encompassing all pertinent entities along with their interrelations.

e Temporal and Spatial Boundaries. A situoid is demarcated both temporally and
spatially, indicating that it exists within a defined time frame and a specific spatial domain.

e Dynamic Characteristics. Situoids possess the capacity to undergo transformations
over time as the entities and their interrelationships develop within the context.

A situoid Su can be specified through its goal GI and regarded as a transition between
two bounding situations (Sits, Sits4;), namely the starting state and the intended target state.
Multiple intermediary situations are implied to exist between those bounding states. Each
situoid is associated with a topoid, a chronoid, and a configuroid, signifying that it happens
within both spatial and temporal dimensions, while the world experiences structural
modifications during its duration. Situations are situoid states in specific time moments. We
can consider them as slices of situoids in the time points. Each situation, like a Situoid can be
considered as a whole, but also analyzed structurally.

The intelligent security system operation is organized around processing the interrelated
conceptual knowledge models. There are several types of models. Environment models Cm,,,,,
are built based on the objects recognized in the environment and store the parameters of those
objects supplied by sensors or external data sources. Contextual/task models Cm.,,, are keeping
data relevant to specific task, situation, goal. They are formed as a subset C1mgpy ¢ 2 CMgpy ¢c
of the Environment model for current time t.. with additional objects relevant to the intention
Gline ¢c, Provided by corresponding pattern from knowledge base.

Cmcon,tc = (leenv,tcr Glint,tcr te) (1)

Intelligent agents monitor object parameters based on the information from a sensor of
a group of sensors interpreted as parameters of objects from the ontology On. They maintain
the local Environment model and share it with the Central Unit. The operation and decision-
making of agents is dependent on the set of contextual models, describing the actions to take in
various contexts. Those models are supplied and periodically updated by the system’s back-end
services which are running learning and pattern-matching algorithms.

Back-end service collects information from intelligent agents and creates and maintains
its own global Environment model Cmey,, 45, . This model is used to detect and anticipate
situations, coordinate the actions of agents, make system-wide decisions, and present
information to human personnel working with the Front-end unit.

The system uses experiential knowledge for detecting situations, planning and
anticipating the situation’s development. This knowledge is stored contextually, that is a
key for retrieval is context similarity. When a system looks for information in a knowledge
base it looks for the knowledge about the similar task in similar environment configuration.
Or, in case of detecting situations it looks of possible situations/threats which can happen
in contexts, like current. When similarity is established, the system makes a mapping
between situation and knowledge pattern. In this way access to knowledge represented by
patterns is provided.

Therefore, a function F;,,, measuring the distance between the current context (1) and
the key-context (CmX®,, GIXP)in knowledge base should be implemented. In the process of
searching the value of this function should be minimized:
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Fsim: ((Cm:anv,tc» Glint,tc )' (leégw Gl%(r?t ) — min (2)

Back-end services access, maintain and update contextual knowledge base. They
develop, maintain and update policies and models used by intelligent agents and sensors.

Situation detection is done by a service monitoring the current Environment model
CMenyec ON cues and patterns related to situations, which could happen in current context
CMeon - FOr this it monitors the set of cues. Each cue is a condition (pattern) with weight,
reflecting its importance.

Cue = (CMeye, Weye) ®)

Cues are ordered according to their weight. Cues leading to the situations with greater
impact have more weight. The impact is deduced from the knowledge base. If an important cue
is detected, Central unit updates the data collection policy, allowing it to confirm/decline the
presence of a situation.

The intelligent security system uses situoids from GFO to model the dynamics of
situations development. This development is presented as a time-ordered sequence of situations
(Sitsq, Sityy, .., Sityy,) with the corresponding sequence of configurations (Cf;1, C fi2, -, C fir)-
Each configuration in sequence is represented as knowledge graph:

Cfei = (SVeon, SErens ti) (4)

Where SV,,,, is a set of nodes, corresponding to objects and SE,.; is a set of relationships
used in situation specification. Both objects and relationships are classified according to the
system’s ontology. Specific configurations in the sequence of configurations can be different,
which reflects the situation configurations dynamics in the process of task execution. The
transitions between situations are modeled using experiential knowledge as structures of actions
or events which cause the transition.

3. RESULTS AND DISCUSSION

In this part of the article, we describe and justify the process of ontology creation. In the
first stage of building the ontology it is important to select the corpus of knowledge from which
the ontology is derived.

For the first iteration of intelligent security system, we decided to represent such corpus
as a set of security scenarios which should be supported by system. Each scenario is a situoid,
having an initial situation with specified triggering conditions, the sequence of intermediary
situations, describing the actions and possible situation trajectories and the final situation,
completing the situoid.

Specific subsystems and objects cooperate across scenarios. Thus, access control and
video surveillance systems cooperate by sharing event triggers. For instance, an unauthorized
entry attempt in the access control system will immediately activate cameras to record. Guards
and security personnel continuously monitor both access control logs and video footage. In
critical events, they can override automatic systems. Cameras are often triggered by access
points when a person swipes their card or uses biometric identification, ensuring that both
access and corresponding video are logged for cross-verification. Video analytics provide an
additional layer of security by detecting anomalies (e.g., tailgating, suspicious activity) and
linking with the access control system to alert guards or deny access.

The initial implementation of security system is limited to Access control and Video
Surveillance subsystems, which includes the following object types:
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1. Access Control Subsystem: Access Points, Access Cards/Badges, Biometric
Devices, Control Panel, Residents/Guests, Guards/Staff, Emergency Response. Gates, doors,
or barriers equipped with control mechanisms. Physical tokens (e.g., RFID cards) used by
residents and staff. Fingerprint or face recognition devices used to identify and authenticate
individuals. Central unit for managing access control, storing credentials, and logs. Individuals
who are authorized (or seek authorization) to enter the community. Security personnel
responsible for monitoring and decision-making. Mechanisms for handling alarms or security
breaches.

2. Video Surveillance Subsystem: Cameras, DVR/NVR, Motion Sensors, Video
Management Software (VMS), Monitors, Analytics Engine. Positioned at strategic
locations to monitor and record video. Digital/Network Video Recorder for storing video
footage. Devices that trigger recording or alerts based on detected movement. Software
that displays, processes, and analyses video feeds. Screens for security staff to observe live
video feeds. Al-based system for object detection, face recognition, and anomaly detection
in video footage.

In the second step of ontology design we derive classes and relationships from scenarios.
Since we decided to base the security ontology on General Formal Ontology, we'll follow
GFO’s foundational structure and align the security system objects and relationships
accordingly. GFO includes categories like Objects, Processes, Roles, Relations and Time each
of which can be used to model components in the security system.

Each category in GFO is used to group objects of common nature: objects are concrete
entities (physical and digital) such as cameras, access points, access cards, Events and activities,
such as authentication, surveillance, and alert generation; Relations specify how objects are
connected, like «monitorsy, «grants access», or «records»; Roles show the role an object or
person plays within the system, e.g., resident, guard, visitor; Time is used to reflect temporal
aspects, like «Time of Entry», «Video Recording Time».

We structure the objects, derived from scenarios according to GFO:

1. Physical Objects (subclass of GFO's "Material Object’): Camera (object with the role
of "Monitoring Device’); Access Point (e.g., doors, gates, classified under "Physical Access
Control’); Biometric Device (object functioning as "ldentification Device’); Access Card
(object as "Identification Token").

2. Digital Objects (subclass of GFQO's "Information Object’): Control Panel (central
system responsible for managing access), Video Management Software (VMS) (system
responsible for video data analysis and management); Al Identity Verification System (digital
object responsible for identity recognition and anomaly detection).

3. Agents (subclass of GFO's "Agent’): Resident (plays the role of an authorized user).

e Visitor/Guest (plays the role of an external party); Security Guard (plays the role of
security personnel responsible for oversight); Al Monitoring Agent (an intelligent agent tasked
with observing and analysing data in real-time).

Main processes in the system are:

1. Access Authentication (subclass of GFO’s "Process’): Biometric Authentication: A
process where the resident’s identity is verified through a biometric device; Card Swipe
Process: The sequence of a resident swiping an access card and getting verified.

2. Video Surveillance Process (subclass of GFO’s "Process’): Video Capture, Motion
Detection and Recording, Al Anomaly Detection. Cameras record activity based on a schedule
or trigger. Initiated when a motion sensor detects movement. Al processes real-time video data
to identify unusual behavio

3. Alert Generation (subclass of GFO's "Process’): Unauthorized Access Attempt,
Suspicious Behavior Detection. The event of a failed access attempt triggers an alert. Al detects
suspicious activities and generates real-time alerts.
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Those processes can be also considered as situoids. For example, on fig.2 is a description
of situoid ‘Unauthorized access attempt’.

Roles are used as to abstract objects into different categories and use them in behavior
patterns. Roles represent contextual Functions of Entities.

1. Security Role: Guard Role, Al Monitoring Role. Monitors and takes action on
alerts. Al plays a role in continuously analyzing data for threats.

2. Access Role: Resident Role, Visitor Role, Maintenance Staff Role Plays the role of
an authorized person allowed entry at specific times and locations. Plays the role of a temporary
individual who must be authorized by a resident or guard. Has restricted access during certain
times.

By mapping the scenario-derived concepts to GFO, security ontology would be formally
grounded and capable of interoperating with other systems or domains that use the GFO
framework.

The next step in the ontology development is to group objects and relations into
meaningful patterns, which form the pattern language of the system. Those patterns represent
the basic repeatable interactions between objects and can be used like competency questions to
test the content of ontology. Moreover, those patterns are used by developers to single out
meaningful interactions in the system.

In the process of ontology development multiple patterns were found. The fig. 24
presents examples of such patterns.

AccessPoint Camera

+grantAccess() +startRecording()

N +denyAccess( '7\ +stopRecording()
e ™~
//
’ \

BiometricDevice AccessCard ControlPanel . AlAnomalyDetection
Motion Sensor _— ControlPanel

+verifyldentity( +validateCard() +manageAccess()

+analyzeFeed()
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+triggerAlert()

/ \ S —
/ \
I )
Resident Visitor

+name +name
Guard

+D +D

+monitorFeed()
+authenticationMeihod +requesiTemporaryAccess()
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a) b)

Figure 2. a — Access control authentication pattern, b — Surveillance monitoring pattern

IntrusionSensor Camera ControlPanel
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7 |
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Guard Guard Maintenance Staff
+logEvent() - +analyzelncident()
+respondTolntrusion() +secureArea() +repairSystem() +generateRepor()
+dispatchResponse() 9 port()
a) b)

Figure 3. a — Intrusion Detection and Response Pattern, b — Incident Response Pattern
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Figure 4. a — Cybersecurity Pattern, b — Visitor Management Pattern

The first version of security system ontology was designed in OWL and RDF formats
(fig. 5). It is used as data scheme for developing an intelligent security monitoring system for
residential communities.

Ontology is defined as specification of shared conceptualization [1]. This definition puts
emphasis on the task of creating the common conceptualization, which is aimed to provide for
the storage, reuse, understanding of knowledge and communication between intelligent agents.

This definition is subjected to critics in [2], stating that the notions of concept,
conceptualization are phenomenological, they are understood intuitively, but lack clear and
unambiguous definitions. Addressing this critic, Gruber in [3] states that ontology could be
considered as a tool and product of engineering and thereby defined by its use. The authors
of [2] propose to informally define an ontology as a set of relevant domain objects combined
with the annotations which document them and corresponding logical theory for the
vocabulary objects.
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Figure 5. The developed security system ontology in Protégé

Another challenge associated with the development of ontologies is the fluency and
contextual variability inherent in the meanings of concepts. For instance, within the framework

118 ... ISSN 2522-4433. Scientific Journal of the TNTU, No 4 (116), 2024 https://doi.org/10.33108/visnyk_tntu2024.04


https://doi.org/10.33108/visnyk_tntu2024.0

Yevhen Burov, Yurii Zhovnir, Oleh Zakharia

of Formal Concept Analysis, a concept is characterized as an unchanging node within the
conceptual taxonomy, possessing a singular definition based on its associated attributes. The
definition of a concept, as articulated in the literature [4], is formulated from an initial collection
of individual objects by categorizing them according to shared attribute sets. This methodology
provides a mechanism for constructing ontologies from a specified array of objects endowed
with properties. While such an approach confers numerous advantages, it also presents
limitations for intelligent agents operating in real-world contexts.

Intelligent agents autonomously generate and amend their own conceptual frameworks,
which mirror their experiential learning and areas of expertise. This process is integral to the
continuous learning of intelligent agents. The ontologies produced by these agents are
inherently subjective and must be harmonized with commonly accepted ontologies when there
is a necessity for knowledge exchange.

Furthermore, the interpretation of a concept is subject to evolution over time. An
individual (or intelligent agent) develops an understanding of a concept through the observation
of real-world objects and the application of conceptual labels to these entities. The objects that
embody concepts serve as prototypes or reference points in the definition of a concept's
meaning. Subsequently, objects that exhibit similarity are aggregated, thereby enriching the
concept's meaning and reflecting increasingly nuanced variations and use cases. The intrinsic
characteristic of concept fluency is emphasized in numerous scholarly articles [5]. The
evolution of concept meaning is an ongoing process, as concepts continually acquire new
interpretations, occasionally through associations with other concepts.

The versioning of ontology, described in [2] representing it as a network of ontologies
with mappings between its components is a way to resolve the problem of ontology changes in
the process of learning. The ontologies used by intelligent agents or systems are local,
formulated, and utilized by individual agents. Given that they encapsulate interpretations
unique to each agent, such local conceptualizations are frequently referred to as contextual
ontologies [6]. Nonetheless, these conceptualizations address contextual variances in ontologies
across agents, without accounting for context-dependent interpretations of concepts within the
local ontology. Contextual ontologies [6] differentiate between local and shared
conceptualizations. Local conceptualizations are preserved within the memory of a specific
intelligent agent and are aligned with shared conceptualizations when the necessity for
interaction with other agents emerges. In [6], contexts are delineated as local
conceptualizations. Benslimane [7] subsequently defines the concepts of mono-context
ontology and multi-context ontology, in which multi-context ontology encompasses concepts
with multiple interpretations.

The article [8] proposes the method of representing contextually dependent shades of
meaning for a concept using the prototype theory and selecting the relevant meaning
dynamically, dependent on the situation. To effectively manage multiple contexts and engage
in reasoning concerning them using Description Logic, an enhanced version of OWL-namely,
OWL-Contology representation language has been formulated [9]. This linguistic framework
is grounded in OWL syntax and provides bridging rules that facilitate the correlation of
concepts, individuals, and roles at both the syntactic and semantic dimensions. Another
challenge comes from the substantial size and intricate complexity of ontologies. To be
practically applicable, an ontology must encompass tens or even hundreds of thousands of
concepts (ontology width). For instance, the Cyc ontology comprises hundreds of thousands of
concepts alongside over one million rules [10], while WordNet contains more than 117
thousand synsets (synonym groups) [11]. The quantity of relations (the depth of the ontology)
escalates non-linearly in relation to the increase in the number of concepts. Consequently,
reasoning, which is predominantly reliant on the processing of relations, becomes
computationally unfeasible. Conversely, to effectively address specific tasks and facilitate
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decision-making in particular contexts, it is often sufficient to utilize only a limited subset of
concepts and relations.

The initial proposition for mitigating the structural complexity of ontology involved
disaggregating the overarching ontology into segments based on the generality or granularity
of the conceptual levels used. The reusable component was designated the upper ontology,
while the specialized component was identified as the domain ontology. This bifurcation
engendered an additional challenge associated with the integration of both upper and domain
ontologies [12]. Furthermore, domain ontologies continued to exhibit excessive structural
complexity and redundancy when addressing practical issues or when applied within specific
business contexts.

A potential resolution for the issue of subjectivity in the construction of ontologies lies
in the utilization of thoroughly examined collections of foundational ontology components. The
endeavor to elucidate and formalize the most fundamental concepts and relationships, which
can be consistently leveraged across a variety of ontologies, culminated in the development of
foundational ontologies such as SUMO, UFO, and GFO [13,14], alongside libraries of objects
and patterns, as is shown in [15]. The variety and fluency of domain ontologies called for the
research of meaningful patterns in the ontology design. This work started with the exploration
of conceptualization patterns in information systems design [16]. The work [17] proposes use
of ontology design patterns (ODPs) as building blocks for ontology design. It presents a formal
framework for collaborative ontology design that justifies the use of ODPs with explicit
rationales. The main idea to battle the inherent complexity of domain is to specify the small,
task and context-oriented ontologies that can be used as building blocks in ontology design.
The authors focus mainly on CPs (Content Patterns) to provide readers with concrete examples
and a closer view on their exploitation on the Semantic Web. The idea of ontology design
patterns was developed in [18] with the introduction of the concept of ontology pattern language
to organize related ontology patterns in ontology engineering. The article follows the similarity
between the design patterns in the development of software and ontology. It proposes to
formulate the domain ontologies as design patterns. The work [19] provides an example of
building the testing ontology using patterns from Software Process Ontology Pattern Language
(SP-OPL). In article [20] develops a formal definition of OntoUML, a conceptual modeling
language, using a graph grammar and ontological patterns. The definition is independent of the
UML meta-model and incorporates micro-theories from the Unified Foundational Ontology
(UFO). In [21] three extensions to Ontology Pattern Language (OPLa) are detailed into a
reorganized namespace: OPLo-core, containing the original annotations; OPLe-SD, for use in
detailing schema. Recent trends in the design of domain ontologies as pattern languages
emphasize adaptability, modularity, and practical application. These trends are driven by the
need for more efficient and error-free ontology development, particularly in complex domains.
The use of Generic Ontology Design Patterns (GODPSs) and extensions to existing languages
are central to these advancements.

4. CONCLUSIONS

The creation of ontology for the intelligent security system in residential communities
creates the foundation for the knowledge-based application evolution and development. The
ontology provides a common vocabulary of terms, and their relationships used in the process
of development. The ontology is designed as local, that is geared towards the needs of specific
system. On the other hand, it is based on the solid foundation of upper GFO ontology,
simplifying data communication between different systems using the same ontology as basis.

The proposed ontology could be used to introduce artificial intelligence (Al) features to
the future versions of security system, significantly enhancing the efficiency, scalability, and
intelligence of both access control and video surveillance subsystems. Al would allow the
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system to learn from past incidents, recognize patterns, and make decisions autonomously,
improving response times and reducing false positives.

The functionality of security systems components and subsystems could be enhanced
with the introduction of following Al modifications.

An intelligent agent that continuously analyses access patterns, detects anomalies (e.g.,
unusual times of entry), and flags potential security breaches based on learned behavior. Al Identity
Verification. Machine learning algorithms enhance biometric identification (fingerprint, face
recognition) by adapting to changes in a person’s physical characteristics over time, thus reducing
error rates. Behavioral Profiling Agent. This Al agent builds behavioral profiles of residents, staff,
and frequent visitors, allowing the system to preemptively detect suspicious deviations from normal
behavior (e.g., unusual time of access or multiple failed entry attempts).

Machine learning models for pattern recognition, object detection, and anomaly
detection (e.g., identifying abandoned objects, unusual movement patterns, or unauthorized
entry through unguarded areas). Facial Recognition with Deep Learning. Advanced facial
recognition that not only identifies known individuals but also detects stress levels, emotional
states, or intent based on facial cues. Predictive Surveillance. An Al module that processes real-
time video feeds, predicts suspicious activity (e.g., loitering near critical points) based on
historical data, and alerts guards before incidents occur.

A backend system that continually refines Al models using past access data and
surveillance footage. This system provides automated suggestions for system improvements
(e.g., better camera placement, more restrictive access rules). Automated Incident Learning. A
learning module that reviews and categorizes past incidents (security breaches, false alarms,
normal behavior) to train Al models, improving accuracy over time. Context-Aware System.
Al that analyzes contextual data such as weather, time of day, and public events to adjust
security measures accordingly (e.g., increase surveillance during festivals or modify access
control rules during extreme weather events). These Al-enhanced features would make the
security system more intelligent, responsive, and capable of learning from experience,
providing a robust defense mechanism for the residential community.
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MNPOEKTYBAHHSA OHTOJIOI'I IHTEJIEKTYAJBHOI CUCTEMU
BE3ITEKH )KUTJIOBOI'O MACUBY

€sren bypos; IOpiit XKosHip; OJer 3axapis

Hayionanvnuii ynieepcumem «Jlvgiecoka noaimexuika,
JIveis, YVrpaina

Pestome. Inmenexmyanvui cucmemu 0Oe3neku € CKIAOHOIO mMA NEPCHEKMUBHOI0 001acmio 07
enposadaicensa wimyynozo inmenexmy (III). Ixnua ounamiuna npupoda 003601€ cucmemam be3nexu e auue
8I0CNIOKO8Y8AMU 3MIHU 8 HABKOIUUHLOMY Cepedosulyi, aie il peazysamu Ha HUX pO3yMHO ma ONepamueHo.
Baoicniueoio vacmunoio makux cucmem € OHmMoA02is, KA 3a0e3neyye 3a2aibHull CI08HUK NOHSIMb | MePMIHIE,
Wo BUKOPUCTNOBYIOMbCA OISl ONUCY8anHs 00'ckmie ma ixuboi 63aecmoolii. Ile 0oszsonse 3abe3newumu
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V32000ceHicmb 0aHUX ma egheKmusHicmes KOMYHIKAYii Midc pisHUMU KOMROHeHmamu cucmemu. Y oanomy
00CNiONCeHHT OHMONIO2II0 PO32NAHYMO AK NPOSPAMHUL OOKYMEHM, W0 pO3POOIAEMbCA NApaAnenvHo 3
ocHosHOIO cucmemolo 0Oe3nexu, Axka 3abesneuye ii axkmyanvnicmbs ma adanmusHicms. Ocobausicmio
CMEOPI6aHOT OHMOA02IL € IT TOKAIbHULL Xapakmep: 0HA 8i000padicac NOMOYHUL CMAH [ PYHKYIOHAIbHICMb
cucmemu. Oonak oaa 3abe3neyenns 6a2amopazo8020 6UKOPUCIANHA Ma inme2payii 3 iHWUMU pilueHHAMU,
pospobnenns 6azyemocs Ha General Formal Ontology (GFO). Lle 0doszsonsie modeniosamu npocmoposy,
4aco8y ma CUmyayiiuny OUHAMIKy, wjo 0CoOIUBO ANCIUBO Ol5l YNPAGAIHHA De3NEeKO8UMU NPOYecaMU 8 YMOBAX
nocmiunux 3min. Ilepwa eepcia onmonoeii cmeopena Ha OCHO8I cyeHapiis, niompumysanux cucmemoro. Ha
nOYamKo8OMY emani oHa npedcmasiend Ak Habip wabioHie y euenadi mosu wabnounis (Pattern Language),
wo cnpowye ii pospobaenns ma nooanvuly aoanmayiio. PinanbHa epcia OHMONOZII peanizyemvcs Yy
dopmamax OWL (Web Ontology Language) ma RDF (Resource Description Framework), wo 3abezneuye ii
8i0N0GIOHICMb CYHUACHUM CMaHOapmam OOMIHYy Oanumu ma iHmezpayii. 3a60AKU BUKOPUCMAHHIO YUX
Gopmamie onmonozia cmae CymicHOIO 3 iHWUMU cucmemamu 6esneku ma moduce Oymu GUKOPUCMAHA 8 PISHUX
ingopmayiiinux cepedosuwax. Lle 6iokpusac moowcnugocmi 01 MACUMAOY8aHHA Ma B00CKOHANEHHS
cucmemu 8IONOGIOHO 00 HOBUX BUKIUKIB I GUMO2 JICUMA0BUX KOMNIEKCI6. 3anpononoeana oHmonozis ma it
inmeepayisi 6 IHMeNeKMyalbHy cucmemy 0Oe3neKku CHpusc RIOGUWEHHIO DIBH CUmMyayitiHoi 06i3Hanocmi,
onepamugHocmi peazysanus ma epexmusHocmi ynpagninua pusuxkamu. Taxuii nioxio 0036oae cmeopiosamu
CHYUKI cucmemu 6e3neKku, wjo MOJICYMb A0AnmMyeamucs 00 3MiH Yy pealbHOMY 4aci, ma niO6UWye piGeHsb
HAOIIHOCMI 8 CYUACHUX JHCUMILOBUX CRIIbHOMAX.

Kniouoei cnosa: inmerexmyanvna cucmema Oesnexu, wmyununi inmenexm (Al), ommonocis,
3azanvra popmanvua onmonoeis (GFO), mosa éeb-onmonoeii, cmpykmypa onucy pecypcis, moga ulabioHis,
cumyayinna 00i3HAHICMb, NPOCMOPOBA MA HACO8A OUHAMIKA, HCUMILO8A 2POMADd.

https://doi.org/10.33108/visnyk_tntu2024.04.111 Ompumaro 31.10.2024

ISSN 2522-4433. Bicnux THTY, Ne 4 (116), 2024 https://doi.org/10.33108/visnyk_tntu2024.04 ...........o.cooveeeeecrrrerereerrererenn. 123


https://doi.org/10.33108/visnyk_tntu2024.04.111

